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Treeningu eesmargid

Ansible baastarkused Paev 1

Opime kuidas Ansible to6tab ja kaitub, vaatame ja
proovime jargi kuidas ehitada enda automaatikat.

Ansible edasijoudnud kontseptsioonid

Tutvume variantidega, mis muudavad Ansible
kasutuse lihtsamaks keerulistes keskkondades.

Ansible kasutuse kogemused

Kuulame kogemusi ja soovitusi 10 aastasest
Ansible kasutuse kogemusest kasvavas tiimis.

Ansible okoslisteem

Vaatame, mis on maailmas veel Ansible jaoks
ehitatud, mis vOiks meie elu lihtsamaks teha.

Paev 2




Ansible treeningu plaan

Loenguvormis ja praktikumi vormis treening, kordamaodda.

Sissejuhatus
Praktiline osa

Ansible projekt ja playbook
Praktiline osa

Ansible muutujad ja tingimused
Praktiline osa
... Jms

Teisel paeval vaatame edasijoudnute asju, vabamas vormis, kasutades
olemasolevat dokumentatsiooni ja reaalelulisi naiteid.




Ansible praktilised osad

Selleks, et proovida omal kael Ansible head-vead jargi, on igauhele jagatud ligipaas neijaie

virtuaalmasinale.

Kaks tukki neist, nimedega CentOS ja Debian, on tuhjad Linux virtuaalmasinad, loodud olema
liivakast kus testida mida Ansiblega teha saab Linux keskkonnas. Nendele saate ligi SSH’'ga
tle root kasutaja. Hiljem votame kasutusele ka Windows masina, et proovida selle haldust.

Viimane masin, millele on muu kasutaja, on selleks kui el saa enda masinast Ansiblet

Jjooksutada.
KOIk praktilise osa juhendid on saadaval siin:

http://lansible.hashify.ee
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Ansible - miIs see on?

Ansible is an open source IT automation engine that automates provisioning, configuration

management, application deployment, orchestration, and many other IT processes. It is free

to use, and the project benefits from the experience and intelligence of its thousands of
contributors.

- Ansible koduleht



Ansible - milleks seda kasutatakse?

Ansible Use Cases

: : CI/CD Cloud
% Sn%rgf;gtér;té%rg ( ’\: > & application ‘ provisioning & Ne:ctworg
& g deployment & management automauon

() Security (\ Disaster Complex
& compliance ﬁ recovery workflow
- automation \} automation automation

spaceliﬁ’

Meie vaatame Ansible-t pohiliselt just konfiguratsioonihalduse ja automaatika seisukohalt.



Ansible - miks seda kasutatakse?

Ansible-t kasutame pohiliselt
selleks, et
lihtsustada/kiirendada
protsesse.

Ansible lubab maell
OS/tarkvara kihi halduse ara
automatiseerida.
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Sidenote

“I SPEND A LOT OF TiIME ON THIS TRSK.
T SHOULD LIRITE A PROGRAM AUTOMATING IT!™




Ansible - kuidas seda kasutatakse?
CI/CD

Lint Validate

@ validate_input

@ ansiblelint_syslog C

@ ansiblelint_syslo... ~

y ™

@ yamllint (¥
' [ XN ] tags.yml

TASK [Make sure suricata_sniffing_interface is defined] *kxikkskkkkskokkskkkkhkkkkkkkx
: [delta-prism.hpc.ut.ee] => {
. false,
: "All assertions passed"

}
: [lossi-prism.hpc.ut.ee] => {
: false,
¢ "All assertions passed"
¥

TASK [Install EPEL release and DNF plugins] sk koo kkskokkhkkkkokkkhkkkkkkkhkx
: [lossi-prism.hpc.ut.eel
: [delta-prism.hpc.ut.eel

TASK [Install Suricata]
: [delta-prism.hpc.ut.ee] => (item=suricata)
<: [lossi-prism.hpc.ut.ee] => (item=suricata)
: [lossi-prism.hpc.ut.ee] => (item=ethtool)
: [delta-prism.hpc.ut.ee] => (item=ethtool)

TASK [Copy custom rules] ** * *k
-—- ¢ /etc/suricata/custom-rules/anomalies.rules

é : /runner/project/templates/custom-rules/anomalies.rules
@@ -4,8 +4,8 @@

RUNNING HANDLER [restart suricatal *
: [lossi-prism.hpc.ut.ee]
: [delta-prism.hpc.ut.ee]

PLAY RECAP * *kk * % *kx *kx

*x *kk *okkk *kk

e c.ut.ee : ok=13  changed=4 unreachable=0 failed=0 skipped=0
) ] It.e : ok=13  changed=4 unreachable=0 failed=0 skipped=0

: type limit, track by_src, seconds 60, count 1; sid:9000001; rev:1;)

ignored=0
ignored=0

Test

@ test_deployment o

Dashboard
Jobs
Schedules

Activity Stream

Workflow Approvals

Resources

Templates
Credentials
Projects
Inventories

Hosts

Access

Organizations
Users

Teams

Administration

©
Q

> u 1757 — All Hosts!!! - Tower Inventory

> 0O 1756 — Tower Inventory Repository

> O 1753 — Suricata Install/Update on Pr
ism Nodes

> O 1755 - Prism Nodes - Auto-created
source for: Prism Nodes

> [0 1754 - Suricata

> O 1751 — All Hosts!!! - Tower Inventory

@ Successful

@ Successful

@ Successful

@ Successful

@ Successful

@ Successful

Inventory Sync

Source Control
Update

Playbook Run

Inventory Sync

Source Control

Update

Inventory Sync

Tower/AWX

12/15/2024, 6:00:12
PM

12/15/2024, 6:00:08
PM

12/15/2024, 3:55:17
PM

12/15/2024, 3:54:58
PM

12/15/2024, 3:54:58
PM

12/15/2024,10:00:12
AM

1-200of 1167 items ~

- sk0022e

12/15/2024, 6:00:18
PM

12/15/2024, 6:00:12
PM

12/15/2024, 3:57:16
PM

12/15/2024, 3:55:17
PM

12/15/2024, 3:55:02
PM

12/15/2024,
10:01:08 AM

1 of 59 pages
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Ansible - arhitektuur

Ansible jooksutamiseks on vaja: Ansible
» Controllerymanagement node e oo g
 Masinat mida hallata Uritatakse
(managed node)
 |[nstallitud Ansiblet
» Kasku mida Ansible taitma i

peab

Uldiselt tootab Ansible tle SSH thenduse kasutades Pythonit, aga
on ka telisl variante.



Ansible - kaskude kaivitus

(]

X Close analyzer i

@ e
Events Details for: sh “en
O o
g/ sh
Terminated Process
0 Events
®
@timestamp Mar 7, 2024 @ 09:10:04.970
process.executable /bin/sh @)
process.pid 80117
process.entity_id  NjhINzZA4AZTItMTVhMCOOMGVhLTgwNDMtNDU2NDIwY2E10WZjLTgwh o e PR°ESS
system
user.name root
process.parent.pid 79938 S"% TERMINATED PROCESS
sshd
process.hash.mdS 7409ae3f7b10e059ee70d9079c94b097 .
process.args /bin/sh M
tog TERMINATED PROCESS
process.args -C sshd
process.args {usr/bin/python3 /root/.ansible/tmp/ansible-tmp-1709795401.656062- 3
AnsiballZ_service_facts.py && sleep 0 °°°o% TERMINATED PROCESS
sh
v"b,',,,.
o TERMINATED PROCESS
python3
7
se"%a ANALYZED EVENT - TERMINATED PROCESS
. sh
\-”h///,
Sec, TERMINATED PROCESS

o
. systemctl



Ansible - omadused

Agentless

Erinevalt paljudest teistest sarnastest
tehnoloogiatest, kasutab Ansible SSH-d
tuhendumiseks, samades 0igustes mis
operaator (inimene). See tahendab, et ei ole
vaja klastrit, agenti, voi muud veidrat
usaldusprotsessi.

Python pohine

Ansible on kirjutatud Pythonis, ning uldiselt
tootab nii, et kopeerib controller node-st
Python scripti masinasse, ja paneb selle
kaima. Sellel on mitu head pohjust, aga ka
paar tudtut tagajarge.

Kui ihendamiseks pole vaja SSH-d, siis saab

ka ilma.

Push-based

Controller node alustab koiki Uhendusi,
kaotades ara vajaduse tsentraalse serveri
jarele. Samuti on jooksutamise ajal voimalik
aru saada kas, miks ja kunas midagi el
onnestunud.

Kask tahendab moodulit*

lga kask Ansible-le tdlgendatakse Pythoni
scriptiks. Selline modulaarsus ja kaskude

erisus teeb Ansible funktsionaalsuse vaga
laiendatavaks, ja kasutab hasti ara Unix

fllosoofiat.




Ansible - moodulid

Ansible-l on suur kogus mooduleid vabalt
kasutamiseks:

https://docs.ansible.com/ansible/latest/modules/list o
f all modules.html

Ning nende moodulite dokumentatsioon on IT kohta

ebatavaliselt hea, koos naidetega. I-


https://docs.ansible.com/ansible/latest/collections/ansible/builtin/index.html#plugins-in-ansible-builtin
https://docs.ansible.com/ansible/latest/collections/ansible/builtin/index.html#plugins-in-ansible-builtin

Ansible - moodulite dokumentatsioon

Lisaks veebipoOhisele dokumentatsioonile on ka Ule kasurea lintne leida
dokumentatsiooni.

Loetleb kdik installeeritud moodulid:

ansible-doc -l
Naitab dokumentatsiooni kindla mooduli kohta:

ansible-doc <moodulinimi>



Ansible kasutab Pythonit

Kuna Ansible on vabavaraline ning kirjutatud
Pythonis, on vaga lihtne minna ja vaadata, kuidas
mingl moodul on midagi kirjutatud tegema.

https://github.com/ansible/ansible/blob/devel/lib/ansible/
modules/hostname.py



Ansible - ad-hoc

Lihtsaim meetod Ansible-t jooksutada on kasutada
ad-hoc kaskusid. Need on sarnased kasurea
kaskudele, aga kasutavad Ansiblet jooksutamiseks.

$ ansible -m shell -a "cat /etc/os-release" all

193.40.11.110 | CHANGED | rc=0 >> Need on Vahepeal

PRETTY_NAME="Debian GNU/Linux 12 (bookworm)"

il kasulikud, et mitme masina
VERSION="12 (bookworm)"
L e peal korraga tegeleda.

HOME_URL="https://www.debian.org/"
SUPPORT_URL="https://www.debilan.org/support”
BUG_REPORT_URL="https://bugs.debian.org/"



Ansible - ad-hoc formaat

Aga ad-hoc on ideaalne meetod, et aru saada,
kuidas Ansible kasud tootavad:

ansible -m <moodul> -a “parameeter=argument” <grupp>

Naiteks kasutaja lisamine:

ansible -m user -a “name=sander groups=wheel” webservers



Ansible - inventar (Inventory)

Selleks, et Ansible teaks mis seadmeid ta haldama peaks, on
vajalik ka inventar (kutsutakse ka inventory voOI hosts).

Vaikimisi asukoht: letc/lansible/hosts
Aga on voimalik, ja soovituslik, muuta.

Toetab kahte formaati - YAML vOI INI.

Seadmeid saab kirjeldada IP aadressi vOI DNS nimega.



Ansible - Inventari naited

INI YAML

XN 00
all:
[proxy] children:
website.example.com proxy:
hosts:

website.example.com:

[webservers]
192.168.101.[100:200] webservers:
hosts:
[iehepburr e are] 192.168.101.[100:200]:

X vars:
ntp_server=ntp.example.com ntp_server: ntp.example.com
[databases] Cmﬁigifs’
192.168.100.15 role="master" 192.168.100.15:
192.168.100.16 role="replica" role: "master"

192.168.100.16:
y role: "replica"



Praktiline osa




Praktiline osa 1 - “Algus ja ad-hoc”

Masinate ligipaas
Ansible paigaldamine

Esimesed Ansible kasud




Ansible projekt ja
“playbook”




Ansible - ad-hoc

Ad-hoc kasud on harva kasulikud, naiteks kui on
vaja suurt kogust masinaid restartida.

¢ ansible -m reboot webservers

193.40.11.124 | CHANGED => {
"changed": true,
"elapsed": 20,
"rebooted": true

Tavaliselt kasutatakse playbook-e, mis on
grupeering erinevatest kaskudest.



- hosts: webservers

=S Ansible - playbook

become _user: root

tasks:

- name: Lisa kasutaja Playbook on YAML-is kirjutatud kavand (ingl. k.

user: . . - . . - .
name: user blueprint) mis kirjeldab, mis tegevusi jooksutada

state: present

groups: wheel milliste seadmete pihta.

- name: Paigalda nginx

package: Playbookis on kirjas koik info Ansible kaivitusest -
name: nginx : : : : : : :
ctate’ latest mis moodulid, mis konfiguratsioonis, mis

seadmete kohta kaivad.




Ansible - projekt o

Playbook kaib kasikaes
muude failidega, naiteks st
inventar. Aga v&ib olla veel e
faile. T
Naiteks konfifaili masinasse
lisades peab see kuskil
Ansible jaoks kattesaadav o

olema management aneueas/
seadme peal.



Ansible - projektipohine inventar

Kuigl teatud juhtudel kasutab Ansible slisteemset
Inventari, on, vahemalt alguses, soovituslik kasutada
Igas projektis enda oma.

Inventar kipub kasvama paris suureks ja keeruliseks.
Hoides ainult projektiga seotud masinad inventaris,
vahendab see segadust markimisvaarselt.



Ansible - playbook-i ...

KA KK KK KA KKK KA AAKAAA AR AR AR AAAA kA hkhkkhkhkkhkhkkhkkhkkhkkhkkhkkkhkkkhkhkhkhkkhkhkhkhkkhkhkhkhkhkkkkkhkkhkkkkk

TASK [Gathering Facts]

u =
kkhkhkkkhkkkkkkkkkhkkhkkkkhkkkhkkkhkkkkkhkkhkkkkhkkhkkhkkhkkhkkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkkkk
JOO S u al I l I | le ok: [193.40.11.124]

TASK [Lisa kasutaja]

KA KK KK KA KA KA AR KRR AR AR A AR A A A hkhAhkkkhkkkhkkhkkhkkkhkkhkkhkkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkkhkkkkkhkkhkkkkk

changed: [193.40.11.124]

TASK [Paigalda nginx]

= . ~ - e KKK KKK A KRR AR A A A AR AR AR AR AR Ak A A Ak Ak Ak Ak kA kA kA khkkkhkkhkhkkkhkhkkkhkhkkkhhkkkhkkhkhkkkkkkkkk
Kui playbook on valmis, voib selle kdima panna. % 15548 17 1201

Playbooke kaivitatakse Ule kasurea: SR HEGHD

AAAKkAAAAAAKAAKAAAA Ak Ak hkhkhkhkhkkhkkkkkhkkhkkkhkkhkkhkkhkkhkkhkkhkkhkkhkkkhkkkhkhkhkhkhkhkhkhkhkhkkkkkkkkkkkkkkk

anSib|E-p|aybOOk <p|ayb00k> 'i hOStS 'k 193.40.11.124 : ok=3 changed=1 unreachable=0 failed=0

skipped=0 rescued=0 ignored=0




Ansible - playbook-I kaskude staatused

Staatus

Pohjendus

Tagajarg

ok

Kask laks ilusti labi, muuta ei olnud vaja
midagi.

Playbook jatkab to6d.

Kask laks labi, stusteemis tehti muudatusi.

Tehti muudatusi, playbook jatkab to6d.

unreachable

Ei saadud seadmele ligi, et kasku
jooksutada. Tavaliselt jJuhtub esimese asjana.

Ei saadud seadmele ligi, playbooki el pandud
kaima.

failed

Kasku dritati teha, aga midagi ebadnnestus.

Kask ebadnnestus, enamasti [6petab
playbook t60.

skipped

Mingi tingimislause alusel kask jaeti selle
seadme peal vahele.

Playbook jatkab to6d.




Ansible - iIdempotentsus

PLAY [all] AR E R E T E E R E R E R R E R A R A R R R R A R A R A R R A R E R E R R E R E R E R R R R TR TR EEREREREERE RNk X

TASK [Gathering Facts] #a s st st stk kA A A A KA A A A A A A A AR AR AR AR KRR KRR KRR KKK A KX

ok: [193.40.11.124]

TASK [Lisa kasutaja] R s o e e B e e e e B B B B e B e B B B S B B
changed: [193.40.11.124]

Telne kaivitus

PLAY [all] A T T T T A T T T A A T E A AT E AT EE XXX X

TASK [Paigalda nginx] R
changed: [193.40.11.124]

PLAY RECAP # 5 x 2k x x x kA A XA XA AR AR AR AR AR AR TR KR K XK i
i . TASK [Gather1ng FACTES| #adddadaaaa a a a kA A A A A A A A A AR R AR R AR AR R R R R R R AR A AR AR AR AR AR R h*
193.40.11.124 : ok=3 changed=2

ok: [193.40.11.124
kKipped=0 rescued=0 ignored=0 [ |

TASK [Lisa kasutaja] s s s s st stk kx kA A A R A R A R A R A R AR AR AR AR AR AR AR AR KRR KRR KR XK AKX

ESImene kaIVItUS ok: [193.40.11.124]

TASK [Paigalda NginxX] #a s st stttk xa x A A A A A A A A A A A A A AR AR AR AR AR AR AR AR AR AR AKX KKK X

ok: [193.40.11.124]

PLAY RECAP A E A E A A A A A A E A A A E A A A A E AR A EEE AR EEE R R EEEREEEEREREEERREERRREERR TR X
193.40.11.124 : ok=3 changed=0 unreachable=0 failed=0 S
kipped=0 rescued=0 ignored=0



Ansible - projekti failid

 inventory il for production servers Paljudel kaustadel Ansible
projektis on mote mingi moodull

library/
module_utils/

i ugins, put then here (optional) Naiteks files kaust on selleks, et

o S o e hoida projekti ja selle masinatega

roles/
common/

B e seotud artefakte.

handlers/

a3 sl e o s i e st rosore Ansible moodul, mis tegeleb
L et e ey arantes for s ot failide liigutamisega, on tavaliselt

module_utils/ roles can also include custom module utils copy.
lookup_plugins/ ¢ or other types of plugins, like lookup in this case



Ansible - “copy” moodul

Copy moodul on selleks, et kopeerida Ansible
controller masinast fail hallatavasse seadmesse.

Faile mida kopeerida S
otsitakse koigepealt - nane: Kopeert fatl
projekti files kaustast, e ettt

~: true

kul el ole tervet
teekonda antud.



Ansible - “copy” moodul

Copy moodulile voib anda ka "content” argumendi,
kui tahta valtida faill kasutamist. Siis pannakse
content otse faill.

- name: Kopeer1i fatil
copy:
content: "Lorem ipsum."
dest: /opt/kaust/fatil.txt

force: true




Praktiline osa




Praktiline osa 2 - Playbook

Projekti struktuuri loomine
Playbooki ehitamine
Esimese playbooki jooksutamine

Masinasse veebilehe Ules seadmine




Ansible muutujad ja
tingimused




Ansible -
muutujad e

become: true
become _user: root

Siiamaani on meie playbookid olnud vaga staatilised tasks:
~ e . .. - name: Lisa kasutaja

- kOik vaartused on otse playbooki sisse kirjutatud. yser:

Nname: user

state: present
Teatud juhtudel on kasulik, kui me saaks hoopis groups: wheel
kasutada muutujaid kas playbookide sees, vOI isegi - name: Paigalda nginx

package:

failide sees, mida playbook haldab. name: nginx

state: latest

See on kasulik siisteemide erinevuste haldamiseks.
Lintne naide domeeninimi, nginx kaust.




Ansible - muutujad

Muutujad Ansible-s on samavaarsed muutujatega
teistes programmeerimiskeeltes.

Nende kasutuseks tuleb koigepealt need kuidag!
kuhugi defineerida.

Seejarel saab neid kasutada kas playbooki sees,
failide sees mida Ansible haldab, vOI iseqi teiste



Ansible - muutujate defineerimine

Muutujate defineerimise suntaks on vordlemisi lihtne:

Inventari failis (INI):

muutuja=vaartus

Muutujate failides:

muutuja: vaartus



Ansible - muutujate defineerimine

Muutujat saab defineerida ka mooduliga, playbooki
ajal:

- name: Defineeril muutuja

muutuja: "vaartus"

Seda saab jargnevates kaskudes ilusti kasutada,
nagu ka teisi muutujaid.




Ansible - muutujate defineerimise kohad

Koht Failiformaat Eesmark
: . . .. Sobilik masina p6histe muutujate jaoks, mis
inventarifalil INI vOI YAML _ o
on tugevalt seotud masina kaitumisega.
Sobilik tletldistek ' Ohistek
host_vars/<hostinimi>.yml YAML N _ueu 'steks masina ponisteks
muutujateks.
Uletildised tujad mid dat I
group_vars/<grupinimi>.yml YAML HIGISE muu_ Hjad mida anda tervele
seadmete grupile.
Muutujad mi K § iliselt paik
set facts moodul VAML uutujad mis pannakse dinaamiliselt paika

playbooki jooksul.




Ansible - muutujate definitsiooni jarjekord

https://docs.ansible.com/ansible/latest/play
book guide/playbooks variables.html#und
erstanding-variable-precedence




Ansible - muutujate kasutamine

Muutujat saab kasutada erinevalt. Uks variantidest
on otse playbooki kasu sees:

— hosts: all
user: root
become: true

become_user: root

vars:
kasutaja: "sander"

tasks:
- name: Tee kasutaja
user:

name: "{{ kasutaja }}"




Ansible - “template” moodul

Teine variant on template moodul, mis to0tab sarnaselt
copy mooduliga, aga lubab ka panna muutujaid faili sisse,
mMIS slis ara renderdatakse.

Faile mida kopeerida T s
otsitakse koigepealt o

projekti template s
kaustast, kui ei ole e L

193.40.11.124 | CHANGED | rc=0 >>

tervet teekonda antud. |



Ansible - “copy” moodul

Copy moodulile voib anda ka "content” argumendi,
siis pannakse content otse faill.

See lubab ka muutujate kasutamist.

- name: Renderda fatil
copy:

content: "Muutuja vaartus: {{ kasutaja }}"

dest: /tmp/example.txt



Ansible - tingimuslaused

Ansible toetab ka tinglikult

kaskude jooksutamist - hosts: at
muutujate alusel. t oot
Kask kaivitatakse ainult juhul, RS e
kui when tingimus on téene. e ngon
B
Vastasel juhul jaetakse vahele  postgresg

hen: roll == "andmebaas"

sinise SKIPPED staatusega.



Ansible - faktid

Tingimuslaused on eriti kasulikud koos faktidega.

Faktid on info, mida Ansible kogub automaatselt masinate
kohta, kohe kui playbook masina peal kaima laheb.

Seda saab ka ise valja kutsuda, kasutades setup moodulit:

ansible -m setup all




Ansible - faktide valjund

Faktides on vaga palju kasulikku infot, naiteks:

* Masina Linux distributioon

* Masina operatsioonististeem
» Arhitektuur

» VVOrguaadressid

https://docs.ansible.com/ansible/latest/playbook guide/playboo
ks vars facts.htmi




Ansible - faktide valjund

Kul mitu masinat jooksevad sama playbooki all, paaseb the
masina Ansible kontekstist ka teise masina muutujatele ligi.

- hosts: all
user: root
tasks:
- name: Print Ubuntu machine info
debug:
msg: "Mina: {{ ansible_distribution }}
Teine: {{ hostvars['193.40.11.110"']
[ 'ansible _distribution'] }}"
when: ansible_distribution == "Cent0S"

ok: [193.40.11.124] => {
"msg": "Mina: Cent0OS Tetlne: Debtian"

}




Ansible - maagilised muutujad

On terve hulk muutujaid, mida
Ansible kasutab, et naidata enda
sisemist seisu. Neid nimesid
tldiselt oma muutujate nimedeks
el saa kasutada.

O
- hosts: all
user: root
name: Groups muutuja

:Q;: "{{ groups }}"

ok: [193.40.11.110] => {

msg": {
tat s ||

"193.40.11.124",

"193.40.11.110"

entos”: [
"193.40.11.124"

oun ‘ U : . [
"193.40.11.110"

"ungrouped": []



Ansible - maagilised muutujad

Onneks sellised muutujad enamasti algavad sdnadega
ansible_

Aga mitte alati

https://docs.ansible.com/ansible/l
atest/reference appendices/spec
lal variables.html



Ansible - kalitumuslikud muutujad

On ka olemas terve hulk kaitumuslikke muutujaid, millega
saab kontrollida kuidas Ansible kaitub.

Naiteks ansible_password

muutujaga saab ette anda ooe
parOOII’ Ilma et peaks Seda Iga 53?23511124 ansible_password="parool"

kord klisima.

https://docs.ansible.com/ansible/latest/inventory gquide/intro_inventory.html#connecting-to-hosts-behavioral-in

ventory-parameters




Praktiline osa




Praktiline osa 3 - muutujad

Maagiliste muutujate kasutamine
Ise muutuja defineerimine ja kasutamine
Setup moodul

Tingimuslaused muutujate alusel




Ansible - boonus - “register”

5: controller

Ansible-| on olemas ka register

argument, mis sobib iga kasu jargi.

g: present
roups: wheel
2t output

bug: var=output

See salvestab kasu valjundi ja muu
|nfO mUUtUJasse- [ansible;h?shify.ee] = {

langed": true,

b
't true,
: false,
": 1047,
: "wheel”,

Mida salvestatakse, saab vaadata -,

b
L": "/bin/bash",
'‘present”

moodull dokumentatsioonist. eycten': false;

"uld": 1047



Ansible rollid, impordid,
handlerid




Ansible - handlers

Mele silamaani ehitatud playbook rikub idempotentsuse
reeglit.

lgal Ansible kaivitusel
reStard|takse ﬂginX-i, RUNNING HANDLER [nginx : Restart nginx]

o 2 5k S S A ok S S o o Sk b S A ok ok Sk b S ok ok S Sk A S ok b S S o S Sk b A Sk ok o A ok o Sk ok o A ok o ok ok A A ok A

thanged: [193.40.11.124]

Olenemata kaS m|dag| changed: [193.40.11.110]
Muutus.




Ansible - handlers

v

- hosts: all

ek ol Tegevusteks, mida
tasks: .
tuleb teha ainult korra,
uf/me "PasswordAuthen’Fication yes" Ja aIHUIt kU' m|Sk|
dest: /etc/ssh/sshd_config.d/10-password.conf
notify: restart sshd mUUtUS mUUdeS
handlers:
s Sl task-ides, on olemas
name: sshd

state: restarted handlerld




Ansible - rollid

Playbookid tksinda lubavad koik
asjad ara lahendada, aga niimoodi
need kasvavad paris pikaks.

Samuti uue playbooki tegemiseks,
mis taidab sarnaseid Ulesandeid,
tahendab Uhekaupa moodulite Ule
kopeerimist.

DRY?

latest

111111



Ansible - rollid

Selle probleemi lahendamiseks on meil rollid - eraldatud
tikid Ansible-t, mis on moeldud lahendama kindlat probleemi

00

roles /
191 /

sks /

hand L /

o Kuna nad on
i, Ci eraldatud kaustas,
W R on neid ka vaga
A i ihtne jagada.



Ansible - rollid - tasks

lga erinev osa rollist saab
alguse main.yml failist.

Naiteks tasks, mis ol
enne eraldi blokk
playbookis, on nuud kirjas
tasks/main.ymil fallis.

r

roles/
nginx/
tasks/
main.yml
handlers/
main.yml
templates/
ntp.conf.j2
files/
bar.txt
foo.sh
vars/
main.yml
defaults/
main.yml
meta/
main.yml
Library/
module_utils/
Lookup_plugins/

webtier/
monitoring/
fooapp/




Ansible - rollid - muutujate defineerimise kohad

Koht Failiformaat Eesmark
Sobilik masina pohiste muutujate jaoks, mi
inventarifail INI V&I YAML SINa POTISTE MUUTLIETE JAOKs, MiS
on tugevalt seotud masina kaitumisega.
L. Sobilik Glelldisteks masina pohisteks
host_vars/<hostinimi>.yml YAML _ P
muutujateks.
. Ulelldised muutujad mida anda tervele
group_vars/<grupinimi>.yml YAML _
seadmete grupile.
Muutujad mis pannakse dinaamiliselt paika
set_facts moodul YAML ) . P et pal
playbooki jooksul.
rolli vars/main.yml YAML Muutujad mis on tUhe rolli kohta, rollitlesed.
_ _ Vaikimisi vaartuste andmiseks rolli sees
rolli defaults/main.yml YAML

muutujatele.




Ansible - rollid - kasutamine

0O
$ ls -d roles/nginx/

roles/nginx/

- hosts: all
user: root

roles:
- nginx




0O
$ cat hosts

[centos]
193.40.11.124 var_inventory="olemas"

$ cat group_vars/all.yml

var_group_vars: "olemas"

$ cat vars.yml

- hosts: all
user: root

Ansible - rollid -

var_playbook: "olemas"

muutujate

$ cat roles/variables/vars/main.yml

propagatsioon

ok: [193.40.11.124] => (item=var_inventory - olemas) => {

"msg": "var_inventory - olemas"

¥

ok: [193.40.11.124] => (item=var_group_vars - olemas) => {
"msg": "var_group_vars - olemas"”

}

ok: [193.40.11.124] => (1item=var_playbook - olemas) => {
"msg": "var_playbook - olemas"”

}

ok: [193.40.11.124] => (item=var_roll - olemas) => {
"msg": "var_roll - olemas”




Praktiline osa




Praktiline 4 - handlerid ja rollid

Kasutame handlereid

Teeme Nginx osast rolli




Ansible silumine (debug)




Ansible - silumine

Nagu IT-s ikka, asjad el kipu minema meiemoodi. Tuleb tegeleda
silumisega (debug), et leida vigu ja lahendada probleeme.

Ansible-l on erinevaid e —syntax-check
variante kuidas seda o —(Iff
saavutada, kolm esimest on: e —check



Ansible - silumine - syntax check
Syntax check on lihtne

kontroll, et kogu playbook
suntaksi poolest sobib.

$ ansible-slaybook --syntax-check changes.yml

playbook: changes.yml

$ sed -i 's/tasks/taskss/g' changes.yml

$ ansible-playbook --syntax-check changes.yml
[ERROR]: 'taskss' is not a valid attribute for a P1

Origin: /home/sk0022e/‘h'ork/Trainings/ansibleZOZS/exZZcises/exS/changes.yml:4:3 KUI On Vlga, antakse teada

2 user: root

; veateatega.

4 taskss:
~ column 3

Sarnane asi toimub
playbooki kaima pannes.




Ansible - silumine - check

Check lippu kasutades saab
kontrollida, kas seda playbooki ansible-playbook shanges.ual ~-Linit ansiole.fashify.ce -1 host

PLAY [all] 2k 2k 2k 2k 3k 3k ok ok 3k ok ok ok 3k ok ok ok 3k ok 3k ok 3k 3k ok ok 3k 3k 3k 3k 3k 3k ok ok 3k ok ok ok 3k ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok
2k 3k 3k 3k ok ok 3k 3k ok ok ok ok 3k ok ok ok 3k ok ok ok 3k 3k ok ok ok ok ok ok 3k 3k ok ok ok 3k ok ok ok ok ok ok ok ok 3k ok ok ok ok ok ok ok ok sk ok ok

jooksutades miski muutuks. R —

2k 3 2k 3k 2k 2k 3k 3 3k ok ok 3k %k ok ok 3k 3k ok ok 3k 3k %k ok 3k 3k ok ok ok 3k ok ok 3k 3k ok ok ok ok ok ok ok ok ok ok ok ok ok ok %k ok ok ok ok ok ok

changed: [ansible.hashify.ee]

TASK [Change permissions] 2k 3k 3k 3k ok ok ok 3k %k ok ok 3k 3k ok ok ok 3k ok ok ok 3k %k ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok
2k 3 2k 3k ok ok 3k 3 3k ok ok 3k 3k ok ok 3k 3k ok ok 3k 3k %k ok 3k 3k ok ok ok ok 3k ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok sk ok ok ok ok ok ok

ok: [ansible.hashify.ee]

Tootab enamuste* moodulitega.

EEEEEEEE SR EE RS EEEEEEEEEEEEEEEEEE R EEEE R R R
ansible.hashify.ee : 0k=2 changed=1 unreachable=0
failed=0 skipped=0 rescued=0 ignored=0

Kaitub nagu “dry run” - moodulelid
pariselt el kaivitata.

https://docs.ansible.com/projects/ansible/latest/collections/an
sible/builtin/fuser _module.html#attributes




ansible-playbook changes.yml --1imit ansible.hashify.ee -i host

Ansible - silumine - diff

PLAY [allJ 2k 2k 3k 3k 3k 3k 2k 3 %k ok ok ok ok ok ok 3k 3k ok 3k 3k ok ok ok ok ok ok 3k 3k 3k ok ok ok ok ok ok 3k ok 3k 3k 3k ok ok ok ok ok ok ok %k ok ok ok ok
% 3k 3k 3 2k ok %k ok ok ok ok ok ok ok %k %k ok

TASK [Make file Change] 2k 3k 3k ok 3k 3k 2k ok 3k 3k ok 3k 3k ok ok 3k ok ok 3k ok ok ok 3k ok ok 3k ok ok ok ok ok ok %k ok ok ok ok ok ok
% 3k % ok 3k %k ok ok ok ok ok ok ok ok ok ok ok

Diff votit kasutades playbook o S s

Jookseb normaalselt, aga faill e s 40

muudatuste korral naidatakse

TASK [Change permissions] 2k 3k 3k 2k 3 3k 3k %k %k ok ok ok ok 3k 3k 3k 3k ok ok ok ok ok ok ok 3k ok ok ok ok ok ok ok ok ok ok ok %k
2 3 3 3 3k %k %k ok ok ok ok ok ok ok ok ok ok

rohkem Infot selle kohta, mis

+++ after

@@ -1.6 +1.6 @@

y U

Mmuutus. = iy

- "mode": "0600",
- "owner": 992,

0

" . ",
+ group”: 0O,
+ "mode": "0700",
+ "owner": 0

"path": "/tmp/test"

NB! —check ja —diff saab koos }
kasutada

(9]

- |
[4}]
("
(44]
o0
» |
w
P—l
\J
f_J
(T
()]
v
’_A
+
~E
T
(4




Ansible selektiivhe
kalvitamine




Ansible - selektiivhe kaivitamine

Testides, vOI piisavalt suure playbooki / piisavalt paljude
seadmetega tekib olukordi, kus ei taha kogu playbooki koigi
masinate pihta jooksutada.

Selleks on Ansible-| featuurid sildid (tags) ja




Ansible - selektiivhe kaivitamine - sildid

“eoe tags.ymi - Siltidega saab ara sildistada
- fistas Cenios erinevad taskid, ja siis hiljem

user: root

tasks: neld kasutada ainult nende

- name: taskl
e e R taskide jooksutamiseks.

- name: task?2
debug: msg="Task tagged 'two'"
tags: two

L NN tags.yml

$ ansible-playbook tags.yml --tags one
- name: task3

debug: msg=”Task tagged 'always'“ PLAY [centos] *kkokokskskskkkkkkkokkokokokokokkkkkkkkkkkkkokkk
tags: always
~ TASK [taskl] *kkkkkkkkhkhhkhkkkkkkk ko k ko k ok ok ok ok ok ok ok ok ok
ok: [ansible.hashify.ee] => {
"msg": "Task tagged 'one'"

}

TASK [ tas k3] KEAKRAARAAhkAhkkhkhkkhkhkkhkkhkhkkhkhkkhkhkkhkkhkhkkhkhkkhkhkkhkkkkhkkkhkkkk
ok: [ansible.hashify.ee] => {

"msg": "Task tagged 'always'"
}




Ansible - selektiivne kaivitamine - limidid

Limiidid lubavad
kontrollida, millise
seadme pihta playbook /
ad-hoc task jookseD.

Limiidid on kas grupi vOI
seadme inventory name
pohised.

$ ansible-playbook limits.yml

PLAY [My play targeting all hOStS] 2k 2k 3k 2k 3k 3 ok 3k 3k ok 3k 3k ok 3k ok ok 3k ok ok 3k ok ok 3k ok ok ok ok ok 3k ok %k ok ok %k 3k ok 3k 3k ok 3k 3k ok 3k 3k ok 3k ok ok 3k ok ok 3k ok ok 3k ok ok ok ok ok sk ok ke k ok ok k ok k k ok k k ok k k ok ok ok

TASK [debug] *¥kskkkskokkkskkkskokkkskokkdokkokskokkdokkokkok ko okokok ok ko okok ook ok okokkok ok kokokdokok ook ko ok ko kok ok ook ko kok ok okok ok ko kok ok ok ok ok ok ok 4

ok: [ansible.hashify.ee] => {

"msg": "Running on all hosts"
ok: [dbserver-01] => {

"msg": "Running on all hosts"
ok: [webserver-01] => {

"msg": "Running on all hosts"

PLAY [Targeting multiple groups called dbservers and webservers] *¥¥kkikikiickikiickiiiikiikkkokkkkkokorkro

TASK [debug] *kskikkskkksohbkkddobkkod ook kbbb ook ook koo bbbk ok ook ok Rk ok Rk o ko k)
ok: [dbserver-01] => {

"msg": "Running on all dbservers and webserver"
ok: [webserver-01] => {
"msg": "Running on all dbservers and webserver"

PLAY [Targeting only one host called dbserver-081] ¥¥kkkkkkkkssskkdkkdkdkkkkhiihiikiaibdkkkkkkkkk ko k ok dkk ok ok ok hkkhkkk kK

TASK [debug] *rkkkskskkskkkkkkkdkkobbobbobkkkokkokk ok Rk koo AR KRRk kAR K 3
ok: [dbserver-01] => {
"msg": "Running on one hosts"

(—_

PLAY [Running on the Ansible server] %k %k ok ok ok ok ok ok ok ok sk ok k ok ok ok ok ok ok k ok ok ok ok ok sk k ok sk ok ok ok kk ok ok k ok k ok ok kk ok kkkkkkkkkkkokkkokkkkkkkkkkkkkkkkkkkH

TASK [debug] *kkkkkkrkskhdk bk ok okokkod bk bk bbb bbbk ook koo bk bbbk kb ok ok b ko ko )
ok: [localhost] => {

"msg": "Running on localhost"
}
PLAY RECAP sk ok ko ok ok ok ok ok ok ook ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok o ok ok o o oo ok ook ok ok ook ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok o
ansible.hashify.ee : ok=1 changed=0 unreachable=0 failed=0 skipped=0 rescued=0 ignored=0
dbserver-01 : 0k=3 changed=0 unreachable=0 failed=0 skipped=0 rescued=0 ignored=0
localhost : ok=1 changed=0 unreachable=0 failed=0 skipped=0 rescued=0 ignored=0

webserver-01 : 0k=2 changed=0 unreachable=0 failed=0 skipped=0 rescued=0 ignored=0




Ansible - selektiivne kaivitamine - limidid




Ansible - selektiivne kaivitamine - limidid

This table lists common patterns for targeting inventory hosts and groups.

All hosts all (or *)

One host hostl

Multiple hosts host1:host2 (or host1,host2)

One group webservers

Multiple groups webservers:.dbservers all hosts in webservers plus all hosts in dbservers
Excluding groups webservers:!atlanta all hosts in webservers except those in atlanta
Intersection of groups webservers:&staging any hosts in webservers that are also in staging

https://docs.ansible.com/projects/ansible/latest/inventory guide/intro_patterns.html#
common-patterns




Praktiline 5 + 6 - silumine, selektiivhe kaivitamine

Check mode
Diff mode

Syntax check
Tags

Limits




Ansible Galaxy




AnS| b I e G al axy - Samuti el ole motet "jalgratast leiutada”. Kui on

vaja seadistada keeruline teenus (nt
PostgreSQL klastris), on tdenaoline, et keegi on

rO”Id Ja kO”ektSIOOnld selleks juba kvaliteetse rolli kirjutanud.

Silamaani oleme kasutanud ainult Ansible sisse e s et st > Docmenat

Q geerlingguy.postgresql Updated 2 months ago

ehitatud mooduleid (nn "Builtin”). B oot

GitHub Repository £

li . database postgresql postgres = 1more
IR ® 41 & 3,713,460 Downloads

Install Documen tation Versions Import log

Tanapéaevane Ansible on aga modulaarne — enamik sl aasi i

Installs and configures PostgreSQL server on RHEL/CentOS or Debian/Ubuntu servers.

funktsionaalsust (AWS, Azure, Kubernetes, iseqi

Requirements

No special requirements; note that this role requires root access, so either run it in a playbook with a global become: yes, or invoke the role in your playbook like:

osa Linuxi haldusest) asub eraldiseisvates

- hosts: database
roles:
- role: geerlingguy.postgresql

kollektsioonides (Collections). byl




Ansible - Galaxy

Selleks, et rolle ja kollektsioone
holpsasti kasutada, on olemas
teenus nimega Ansible Galaxy:.

See on repositoorium koigile
Ansible rollidele ja
kollektsioonidele, tehes otsingu
vaga lintsaks.

https://galaxy.ansible.com/ui/




Sidenote - Geerlingguy

| am a creative person who builds great software

See mees on

Ansible | specialize in application scalability and performance, from small scale to large
kom mUUﬂi S enterprise deployments. | turn buzzwords and acronyms into reliable production
infrastructure. I'm deeply involved in open source, especially in the Ansible, Linux,

Iegendi staatuses. ; i Raspberry Pi, and Drupal communities.

| have a mildly popular YouTube channel and | write a lot (check out my books or my

Ta on enda peale blog).

vOotnud mondade
rollide kirjutamise,

Please consider sponsoring_my _work.

ja tema rollid on _7 | 48 | Want to get in touch? Send me an email at jeff (at) jeffgeerling.com.
tihti koige

paremad kindlat

aSja tegevad_ Jump to: Profiles Qualifications Experience Certifications Education

I'm known as geerlingguy online. Below is a list of all my official accounts—if it's not on

Kul naete tema .
Profiles this list, chances are it's someone impersonating me. Or maybe Red Shirt Jeff.

tehtud rolli, siis
seda voib
usaldada.




Ansible - rollid (collections)

Kasutades ansible-galaxy
kasureatooriista, saab installida
Galaxy-st rolle.

l Need rollid installitakse, vailkimisi,
~/.ansible/roles kausta.

Kul see on Installitud, saab oma
playbookides seda vaga lihtsasti
kasutada.

00 tags.yml
[training-17@ansible ~]$ ansible role install geerlingguy.java
Starting galaxy role install process

- downloading role 'java', owned by geerlingguy

downloading role from https://github.com/geerlingguy/ansible-role-
java/archive/2.5.2.tar.gz
- extracting geerlingguy.java to /home/training-
17/.ansible/roles/geerlingguy. java

geerlingguy.java (2.5.2) was installed successfully

[training-17@ansible ~]$ ansible role list
geerlingguy.nginx, 3.3.0
geerlingguy.java, 2.5.2

[training-17@ansible ~]$ 1s -h .ansible/roles
geerlingguy.java geerlingguy.nginx

0O tags.yml

- hosts: centos,debian
user: root
roles:
role: geerlingguy.java
become: yes



A

Ansible - kollektsioonid

1 Ensure an XFS filesystem on data volume (default /dev/sdb)

: "{{ data_storage_device | default('/dev/sdb') }}"
pe: xfs
force: false
: true

Tegelikult isegi need moodulid, mida me siiani oleme
kasutanud, on osa kollektsioonist ansible.builtin

Tanapaeval soovitatakse koigi moodulite pihta viidata
FQCN formaadis, naiteks ansible.builtin.user

Lisaks rollidele, saab
Ansible-ssse laadida ka
kollektsioone (collections)
- “pakke”, milles voib olla
sees Igasugu asju.

Mooduleld
kollektsioonidest peab
kasutama nende

FQCN-Iga.



Praktiline 7 - Ansible Galaxy

Oma rolli initsialiseerimine
Galaxy rolli install ja kasutus

Galaxy kollektsiooni install ja kasutus




Ansible - requirements

Kasutades ansible-galaxy tooriista,
Installitakse asjad Ansible projektist eraldi.

& €3 requirements.txt

s Selleks, et dokumenteerida mida projekt
collections: |
- name: community.general Vajab, tu|eks see kUSkiIe kirja panﬂa_

version: 8.2.0

- name: community.crypto
version: 2.16.0

roles: ansible-galaxy toetab selleks
- name: geerlingguy.nginx _ o ]
version: 3.1.1 | requirements.txt faili (nagu python), mida
- name: geerlingguy.redis

version: 1.8.0 saab slis installida kasutades kasku:

ansible-galaxy install -r requirements.ymi




Ansible - DevSec hardening

https://galaxy.ansible.com/ui/repo/publishe
d/devsec/hardening/docs/

Rollide/collectionite kasutus

Molecule



https://galaxy.ansible.com/ui/repo/published/devsec/hardening/docs/
https://galaxy.ansible.com/ui/repo/published/devsec/hardening/docs/

Ansible - Windows ja
Vorguseadmed




Ansible - Windows

Ansible suudab, teatud moondustega, hallata
Windowsi masinaid.

Plugin Index

These are the plugins in the ansible.windows collection:

Modules

Tootab sarnaselt nagu UNIX-iga, aga kasutab

« setup module - Gathers facts about remote hosts
« slurp module - Slurps a file from remote nodes

« win_acl module - Set file/directory/registry/certificate permissions for a system user or group . - . -
« win_acl_inheritance module - Change ACL inheritance O O I S Owe rS e S r I e I I l I e O I l I .
« win_audit_policy_system module - Used to make changes to the system wide Audit Policy )

« win_audit_rule module - Adds an audit rule to files, folders, or registry keys
« win_auto_logon module - Adds or Sets auto logon registry keys.

« win_certificate_info module - Get information on certificates from a Windows Certificate Store

« win_certificate_store module - Manages the certificate store

« win_command module - Executes a command on a remote Windows node

« win_computer_description module - Set windows description, owner and organization

« win_copy module - Copies files to remote locations on windows hosts - - -

» win_credential module - Manages Windows Credentials in the Credential Manager K u n a WI n OWS I e I O e S al I I u
« win_dhcp_lease module - Manage Windows Server DHCP Leases

« win_dns_client module - Configures DNS lookup on Windows hosts
« win_dns_record module - Manage Windows Server DNS records

operatsiooniststeemi APIsid Pythoni jaoks, siis
on loodud Windowsile oma versioonid
thdpilistest kaskudest.



Ansible - Windowsiga ihendamine

Windowsi maailm on kirju, seetottu on ka

. . lga meetod vajab oma
Ansible Windowsi maailmas Kirju. 9 J

konfi, porte ja Pythonl
librasid. Naiteks

Windowsiga thendamiseks on 3 erinevat . .
winrm-iga Uhendudes:

voimalikku protokaolli:

- winrm Ip install inrm
pip install pywi

- PSIp

- SSH (I?) 0O hosts
ansible_connection=winrm
ansible_winrm_port=5985

. ] _ ] ] ans?ble_winrm_serverTcgrt_validation=ignore
Autentimiseks on ka erinevaid variante: B Ihle usenranesAdn nlstrator

ansible_password=<pass>

Basic, NTLM, Kerberos, CredSSP




Ansible - Windows halduse dokumentatsioon

https://docs.ansible.com/projects/ansible/lat
est/os qguide/intro windows.html




Ansible - vorguseadmete haldus

Network Automation compared to servers

Module code is

executed locally on the

control node

Module code is copied
to the managed node,

executed, then
removed

https://docs.ansible.com/projects/ansible/2.9/modules/list_of network _module

» .
Ansible Automation Platform

Local Execution

o

=

Ansible Automation Platform p—

Remote Execution

s.html#network-modules

Network Devices /
API| Endpoints

e Linux / Windows

Hosts



Ansible - Lookupid, filtrid,
saladused




Ansible - saladused

Best-practice arvestades, el tohiks olla tkski saladus loetav
Ansible projekti sees.

Neid tuleks voimalikult palju mitte kasutada, ara peita, vOI iIsegi
kuskilt mujalt sisse lugeda.

Linux puhul paroolide kasutuse asemel naiteks SSH votmed.

Muud paroolid kas ara krlpteerida, leida meetod kuidas neid
Ansible-st valjaspoolt kasutada, vOI teha enterprise turvat.




Ansible - lookupid

Ansible-l on vaga hea tooriist, kuidas “valjastpoolt” infot sisse
lugeda (tuupiliselt muutujasse).

Selleks kasutatakse lookup pluginaid.

Defineerides lookupl, jookseb see alati controller node peal.

Sintaks: "{{ lookup(‘<plugin>', '<argl>’, ‘<arg2>) }}"

& @ playbook.yml

vars:
# Read the contents of a public key from the controller

7 NCcau RIS S SIS !
my_ssh_key: "{{ lookup('file', '/home/user/.ssh/id_rsa.pub') }}"

environment variable
('env', 'POSTGRES_PASSWORD') }}"

ST I i A - . A g -
# 0UeT a SecCre

cret 1trom an
db_password: "{{ Llookup




Korvalepoige - Ansible pluginad

Ansible ise on suhteliselt kerge raamistik - enamus muud on P
“plugin”. Neid saab lintsamini installida, hallata, ise arendada, o e

JmS callbacks_enabled = profile_tasks

Naited primaarsetest plugina tttpidest:
https://docs.ansible.com/projects/ansible/latest/plugins/plugins.
html

Ka moodul on tegelikult “plugin”. Et naha, mis pluginad juba
installitud on:

ansible-doc -t <type> -|



https://docs.ansible.com/projects/ansible/latest/plugins/plugins.html
https://docs.ansible.com/projects/ansible/latest/plugins/plugins.html

Ansible - filtrid

L NN <projekt>/playbook.yml

vars:
# Safety: Use 80 if 'http_port' is not defined
port: "{{ http_port | default(80) }}"

# Hashing: Turn a cleartext string into a Linux shadow hash
shadow_hash: "{{ 'my_secret' | password_hash('sha512') }}"

# Chaining: Join a list into a string, then capitalize it
# [/al'7 y‘bl] = “é}, b/l =S /114’ B//
message: "{{ ['a', 'b'] | join(', ') | upper }}"

# Three-way-merge: [ [ 1, "a", "d" ], [ 2, "b", "e" ], [ 3,
HC.VI7 llfu / ]

insanity: *4€ [1,2,3] [ zip(['a's'b*,‘e"], ["d',"e' ,;"T°]] }}"

Filtrid on aarmiselt voimsad jinja2
konstruktsioonid, et muutujaid vastavalt
vajadusele mudida. Suntaks:

{{ muutuja | filterl | filter2 }}

Filtreid on palju erinevaid, ja nendega saab
teha igasugu lollusi.



@00 vault/passwords.yml

Ansible - Ansible Vault

$ANSIBLE_VAULT;1.1;AES256
32626430373063353234613432346261383363656461
353261303932343138356133383737373836

326666316437/65643835636631383938316261343635

Ansible Uks koige lihtsam variant 36360a376365396463306139333832366365
- - y 64316139323536376430333666616439356162386531
paroole turvaliselt hoida on need ara 656563393930626630323966353030333638
kriipteerida parooliga. 3738326162633065370a623566386232616664323231
393163646166333663383637663139323363
3661

Krlpteeritud falll vOoib panna reposse,
sest see on loetamatu.

& O playbook.yml
Kasutamiseks peab playbookile andma = s i sl Wml i e
‘- . . : osts: a
asukoha (var failina) ja vaulti parooli. s filest
- vault/passwords.yml

Ansible kusib vaulti parooli —
— - - ' - name: Show vaulted secrets

ask-vault-pass lipuga. e

msg:

- "another_secret: {{ muutuja }}"




Ansible - Must Maagia

W

#FFO000




